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NPECTYIUVIEHUSI C ©CITOJIb3OBAHUEM
NHOPOPMAIIMOHHO-TEJIEKOMMYHUKAIIMOHHBIX CETEN
B YTOJIOBHOM 3AKOHOJATEJIBCTBE 3APYBE/KHBIX CTPAH

Knrouesvte cnosa: xubepnpecmynnocmo, UHGOPMAYUOHHO-MENEKOMMYHUKAYUOHHbIE Cemi,
YeonosHOe 3aKOHOOAMENbCMEO, CPAGHUMENbHOE NPABOBEOeHUe, KOMNbIOMEPHbIE NPechynie-
HUsL, NPagosasi Mooeb, MpaHCHAYUOHAIbHOe COMPYOHUYecmso, byoanewmckasn konsenyus.

Tomanvras yughposusayus u NOBCEMECMHAsL UHMEZPAYUs UHPOPMAYUOHHO-IMENEKOMMYHU-
KAYUOHHBIX cemell 8 COYUATbHO-IKOHOMUYECKUE NPOYECChbl CO30aI0N NPUHYUNUATILHO HOBYIO
cpedy 0na npomugonpasHoill oesmenvrHocmu. Kubepnpecmynnenus npedcmasnsiom coooul
MPAHCHAYUOHATLHYIO YePO3y 0e30nacHOCmU, YKOHOMuUKe u npasam yenogexda. Cropocmb
MEXHONIO2UYECKUX USMEHEHUT] CYUeCIMBEHHO ONEPeXCaent 3aKkOHOMBOPUECKULL NPOYECc, Us-3d
ue20 Npasosoe pe2yIuposane OCMaemcs QpasmeHmapHobim, a e2o npuUMeHeHue — 3ampyo-
HEHHbIM, OCOOEHHO 66UQY MPAHCSPAHUYHOU NPUPOObL COBPEMEHHbIX Kubepyepos. B ceasu
€ IMUM CPABHUMENLHO-NPABOBOL AHANU3 3APYOENCHBIX MOOENel KPUMUHATU3AYUU 8 OAHHOU
chepe npedcmasnaemes, akmyaibHbIM.

Ieny uccneoosanun — 6visA6UMb OCHOGHbIE MOOENU KPUMUHATUAYUU KUuDEpnpecmynieHull
6 Y20JI0BHOM 3AKOHOOAMETbCMBE 3aPYOEHCHBIX 20CYOUPCMS, ONPEOemb CUCEMHbIE 3AKOHO-
MEPHOCIU UX PA3BUMUSL (BKIIFOUAS. MEHOCHYUIO K KOHBEP2eHYUl) U YCIMAHOBUNb XAPAKMEPHbIE
HAYUOHAIbHbIE 0COBEHHOCMU POPMUPYIOWEICsL 2100aNbHOL MOOEU Pe2yIUPOGAHUSL.
Mamepuanst u memoowl. B ochose pabomoi exicum cpAsHUMENbHO-NPABOSOU, (DOPMATbHO-
HOPUOUUECKUIl U UCIMOPUKO-NPAB06ot ananus. Hcciedosarue onupaemcs Ha mekcmol 3aKOHOG
CLLIA, Benuxobpumanuu, Kumas, EC, mexcoynapoonbix KongeHyuil u HayuHy1o 1umepamypy.
Pesynomamol. B muposotl npakmuxe cqpopmuposanuce 08¢ 0CHOBHbIE MOOENU KPUMUHATU3A-
Yuu KubepnpecmynieHutl: UHmespamusHas (nymem OONOJHEHUs. MPAOUYUOHHBIX Y2ONIOBHbIX
KOOEKCO8) U KOMNIEKCHAA (HA OCHOBe CReYUanUu3UPOBAHHbIX 3aKOHO8). B Hacmoswee epems
Habnodaemcs menoeHyusl K UX KOH8epeeHyuU 1 oopmMuposanuio 2ubpuoHotl mooenu. B pesyinb-
mame conOCMAasNeHUs. HAYUOHANLHBIX NPABOBbIX CUCTEM ObLIU BbIAGNEHbL KTIOUesble 0COOeH-
HOCIU Y20108HO-NPAB08o20 pezynuposanus kubepnpecmynienui. B CLIA axyenm coenan
Ha 3auume IKOHOMUYECKUX UHMEPECO8 U KPUMUYECKOU UHDPACIMPYKMYPbL BPU WUUPOKOM MOJI-
KOBAHUU NOHAMUS «HECAHKYUOHUPOBAHHbIL docmyny. B npase Esponetickozo coio3a 0omunu-
Pyem 2apmMOoHU3ayUs 3aKOHOOAMeTbCMBd Ha 0CHO8e Byoaneuwimckoil KOHEeHYuu ¢ npuopume-
mom sawumot npusamuocmu (GDPR). Kumaiickas mooens Xapakmepusyemcst #ecmrum 20Cy-
0apCmeeHHbIM  KOHMponemM Kubepnpocmpancmea u KpUMUHATU3AYUEN PACHpOCIpPAaHeHUs.
«8peoHoll uHgopmayuuy 6 yerax awumsl cyeepenumema. IIpoucxooum sxcnancus obvekma
V20N0B8HO-NPABOBOLL OXPAHbL HA HOBbLE YUPPOGble YEeHHOCMU (KPUNMOAKMUBYL, YETOCMHOCHb
aneopummuueckux cucmem). Ommeyena meHOCHYUs K KPUMUHATUIAYUU NOOOMOBUMENLHBIX
O€sIHULL, YCUNEHUIO 3aUUmbl KPUMUYECKOU UHDOPMAYUOHHOU UHPPACHPYKIY Dbl NymeM 66ede-
HUSL KEATUUYUPOBAHHBIX COCMABOS, A MAKIHCE UHMESPAYUL HOPM O KUOEPNPECIYNIEHUSX 8 KOH-
mexcm 60pbOblL ¢ OP2AHUZ08AHHOU NPECTYNHOCTbIO. YCMAHOBIEHO, Ymo I@deKmueHocnv npo-
MUE00eUCMBUA 3A6UCUNT HE MOTLKO OM 3aKOHOOAMENbHBIX HOPM, HO U O MEXHON0UYECKUX
B03MOJICHOCHIEL NPABONPUMEHEHUSL U YPOBHSL PA3GUMUS, MPAHCSPAHUHOZ0 COMPYOHUYECME.
Bu1600bt. YV20106H0€ 3aKOHOOAMENLCMBO 8 Chepe UHPOPMAYUOHHO-MENEKOMMYHUKAYUOHHBIX
cemetll deMoHCmpupyem 21006aibHYI0 KOHEEPZEHYUIO NOOX0008: (hopMUpPYemcst 2UOPUOHASL MO-
oeib, I0POM KOMOPOU CIXHCam MesicOVHapoOoHvle cmanoapmul (Byoanewimckas KoneeHyus),
a HAYUOHATIbHBIE  OCOOEHHOCMU  ONPedeNsion  Cheyuguyueckue npuopumenvl  (IKOHOMUKA
6 CLLIA, npusamnocmo 6 EC, cyeepenumem ¢ Kumae). Knouegoii mpeno — nepexoo om peax-
YUU HA UHYUOEHMbL K NPEBEHMUBHOMY De2yIUPOSAHUIO, 6KTIOUAS KPUMUHATUAYUIO HOO20MO-
sumenvhulx oeticmeuti. OOHAKO OKOHYamMenbHas dHhekmusHocnb 6OpLObL 3a8UCUM He CHIOTLKO
OM JHCECMKOCHIU 3AKOHO8, CKOIILKO OM CROCOOHOCMU NPABONpUMEHUmeneti pabomans ¢ yug-
DOBBIMU OOKAZAMETLCMBAMU, HATANACUBAMD MPAHCZPAHULHOE COMPYOHUECIBO U COOTI00AMb
banarc mesicdy 6e30naACHOCHIbIO U (DYHOAMEHMATbHBIMU NPAGAMU YEN08EKA 8 YUPPOBOLL cpede.
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Beenenne. Lludposas Tpanchopmanus oOmecTBa, XapakTepu3yromasics To-
TaJbHON MHTEpHETH3allMell W MHTerpanueil nHpopMarmoHHO-TEIeKOMMYHHUKAIIH-
ounbix ceredt (MTC) Bo Bce chepbl KU3HEACATEIBHOCTH, CPOPMHUPOBAia HOBBIH,
BUPTYaIBHBIN JaHAIA(T KPUMUHATEHON aKTUBHOCTHU. [IpecTyIieHus ¢ HCIob30Ba-
HueM UTC, nmm kubepripecTyyieHus, IepecTaiy ObITh Y3KOCTICIMAILHOM 1po0ieMoit
Y CTaJIA OJJHOH M3 KITFOUEBBIX YTPO3 HATMOHATEHONW M MEKTyHAPOIHOW 0€30TTaCHOCTH,
SKOHOMHYECKOH CTa0MIBHOCTH U TipaBaM nudaHocTH [5. C. 34].

OTBeTOM ITPABOBBIX CUCTEM Ha 3TOT BBI30B CTaIa aKTUBHASI MOJIEPHU3ALMS YTO-
JIOBHOTO 3aKOHOJaTenbcTBa. OTHAKO CKOPOCTh TEXHOIOTNYECKUX M3MEHEHHI YacTo
orepexaeT 3aKOHOAATEIbHBIHN MPOLecC, YTO NPUBOIUT K YparMeHTapHOCTH IIPABO-
BOT'O PETyJIMPOBaHUs U MpoliIeMaM MpaBonpuMeHeHus. B 3Toi cBsi3u n3yueHue 3a-
PYOEKHOTO OIBITa CTAHOBHUTCS HE TOJBKO aKaJAEMHYECKH 3HAYMMBIM, HO U TIpaKTHYe-
CKH BOCTPEOOBAHHBIM IJIsi COBEPILICHCTBOBAHMSI OTEUECTBEHHOIO MPAaBOBOIO MeXa-
HU3Ma IPOTHBOACHCTBUS KNOEPIPECTYMHOCTH [2].

e ncesreoBanmsi — BEISIBUTH OCHOBHBIC MOJICNTH KPUMUHATU3ALMK Kubeprpe-
CTYIUICHHIA B yTOJIOBHOM 3aKOHOAATEIILCTBE 3apyOCKHBIX FOCYJapCTB, ONPEICIUTD
CHUCTEMHbIE 3aKOHOMEPHOCTH UX Pa3BUTHUS (BKJIIOYasl TEHIEHINIO K KOHBEPTeHIINN)
W yCTAaHOBUTH XapaKTepHbIC HAIMOHAIBHBIE OCOOCHHOCTH (OPMHUPYIOIIEHCS TII0-
0asbHOM MOJIEH PEeryJIMPOBaHUS.

MarepuaJjibl 1 MeTOAbI. METON0JIOTHUECKYIO OCHOBY HCCIIEOBAHMS COCTaBIIIIOT
oOreHayyHble (aHAJN3, CUHTE3, MHIYKIWS, JACAYKINSI, CPaBHEHHE) M CIICIHAIbHEIC
IOPUINUECKUE METO/IBI TTO3HAHUS. BeaylM BbICTYIIII CpaBHUTEIBHO-IIPABOBOM Me-
TOJ, IIPUMEHEHHBINA [UISI COIOCTAaBJICHHS YTOJIOBHO-TIPABOBBIX HOPM, HAaIlPaBJICHHbIX
MPOTHUB KMOEPIPECTYTHOCTH, B PA3INYHBIX HaMOHANBHBIX cucTeMax (CLUA, Bemuxko-
oputanus, Kurait, Poccus, crpansl EC) n Ha MeXIyHapoaHOM ypoBHE. DopMaIbHO-
IOPUINYECKUI METOT MCTIONB30BAJICS VISl aHAJIN3a CTPYKTYPHBI U COACP KaHMS KOHKpET-
HBIX HOPMATHBHBIX aKTOB, Takux Kak U.S. Computer Fraud and Abuse Act, 6putanckuii
Computer Misuse Act 1990, Yronoessrii kogeke KHP, by nanemrckas koueHiust Co-
Bera EBpomnbl o kubepnpectynHocty (2001 r.) u aupextussl EBponeiickoro corosa. Hc-
TOPUKO-IIPAaBOBOM METOJ MO3BOJIMI MPOCIEANTh IBOJIIOLUIO 3aKOHOIATEILHOTO PEry-
JIMPOBAHMUS OT MEPBBIX 3aKOHOB 1970-X IT. 10 COBpEeMEHHBIX KOMIUIEKCHBIX akTOB. Ma-
TepuajiaMi MCCIIEIOBAHMS TIOCTYXHUIM TEKCTHl MEXTyHApOHBIX KOHBEHIHH, HAINO-
HaJIbHBIX 3aKOHOB U MO/I3aKOHHBIX aKTOB, a TAKXKE Hay4YHbIE UICTOYHUKH (MOHOTpaduH,
CTaThM) 110 TIPo0OIIeMaM KHOEPIPECTYITHOCTH U CPABHUTEIHLHOTO YTOJIOBHOTO TIpaBa.

Pe3yabTaThl HeeaenoBanusi. ©opMUPOBaHKUE IPABOBOIO PETYIMPOBAHMS KHOEP-
npecTyIuieHui otHocHTCS K 1970-1980-m 1T., Korma Omaromapsi TEXHOJIOTHYECKOMY
HPOrpecCy MOSBIINCH IPEANOCHUTKH JJIs XMIIIEHHS JaHHBIX M BMEILIATEIbCTBA B pabOTy
OBM. CIIA BBICTYTUIIH TTHOHEPOM B TOM 00JIaCTH, IPUHSB MIEPBBIN CIICITHAIN3UPO-
BaHHEI 3akoH «Florida Computer Crimes Act»' B 1978 T., a Ha (eaepaIbHOM YpPOBHE
B 1984 r. — «Computer Fraud and Abuse Act»?, KOTOpBIif 3a7T0KII OCHOBBI aMEPHKaH-
CKOHM CHCTEMBI IPOTHBOJACHCTBHS KOMITBIOTEPHBIM IIPECTYTIICHHSIM.

! Florida Computer Crimes Act: § 815.04, Florida Statutes (2025). Available at: https://www.leg.sta-
te.fl.us/statutes/index.cfm? App_mode=Display_Statute& URL=0800-0899/0815/0815.html (Access Date:
2026, Jan. 24).

2 Computer Fraud and Abuse Act. 18 U.S.C. § 1030. Available at: https://www.justice.gov/jm/jm-9-
48000-computer-fraud (Access Date: 2026, Jan. 24).
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CdopMupoBaIuCch 1B€ OCHOBHBbIE MOJIEIHM KpUMHHAIM3alMH. VHTerpaTuBHas
(9BOITIOIIMOHHAST) MOJIETb 3aKITIOYACTCS BO BHEAPEHUU HOBBIX COCTABOB NPECTYIICHHH,
cBs3aHHBIX ¢ U TC, B TEKCT AEHCTBYIOIIETO TPaIUIIMOHHOTO YTOJIOBHOTO KOJIEKCa ITy-
TEM €TI0 AOIIOJIHCHUA WU MOI[I/I(i)I/IKaHI/II/I. OTta MOJCIIb XapaKTEpHa U1 CTpaH KOHTU-
HEHTAJILHOM TPaBOBOM cembH, Takux Kak ['epmanusi, @pannus, Mcnanus u Poccust.
Ee npenMy111ecTBO COCTOUT B COXPaHEHUH CUCTEMHOCTH M IOKTPHHAIBHBIX OCHOB YTO-
JIOBHOTO IIPaBa, a HEJOCTAaTOK — B BO3MO>KHOM HECOOTBETCTBHHU YCTOSIBILIUXCS IOPHIIH-
YEeCKMX KOHCTPYKLMI (HampuMep, MOHATHS «HMYLIECTBO») HOBBIM LH(POBBIM pea-
JIMAM, TaKMM KaK JTaHHBIC U KPUIITOAKTUBBI. BTOpaSI MOACIIb — KOMIIJICKCHAast (peBOJIIO-
IIHOHHAS) — TIPEIoJiaraeT MPUHITHE OTACIBHOTO CIENHATN3UPOBAHHOTO 3aKOHOA-
TEJIBHOTO aKTa, MOCBAIIEHHOTO MCKIIIOUUTEIIBHO KOMITBIOTEPHBIM I MH(GOPMALIOH-
HBIM MPECTYIIEHUSIM. DTa MOJIENb IIMPOKO pacIpoCTpaHeHa B cTpaHax OOIIero mpasa
(manpumep, B Bemukobpurannn neiicteyer Computer Misuse Act 1990'), a Taroke
B PAZE a3MATCKHUX rOCYapCcTB, B yacTHOCTH B CuHramype, rae npunat Computer Misuse
and Cybersecurity Act’, BKmodarommii mojosxenus o kubepbesonacuoctu. [oaxo, 3a-
JIO’)KEHHBIN B HOIIO6HLIX CIICTIUAITU3NPOBAHHBIX aKTaX, MO3BOJIACT IPUBJICKATH K YIo-
JIOBHOW OTBETCTBEHHOCTH HE TOJIBKO 32 COBEPIICHNE OKOHYEHHOI'O KHOEpIIpecTyIuIe-
HUSL, HO U 3a caM (haKT OpraHu3aLiy WIK Y9acTHsl B IPECTYIHOM croBope. Kak ormeua-
ercst 1.H. MocedkuHbIM, «1n1a, 00beANHUBIINECS JUIsl COBEPLIECHHS IPOTHBOIIPABHBIX
JIESTHUH, TTPUBJIEKAOTCS K OTBETCTBEHHOCTH HE3aBUCHMO OT TOTO, YIAJIOCh JIU UM JI0-
CTUTHYTB JKeJTaeMBIX pe3yabTaToB» [6]. KomruiekcHas Mozens nmo3Bosser 6onee Thoko
1 JICTaJIbHO PEryJInpoBaTh Creu(pHIECKIe OTHOICHHS, OJHAKO MOXKET CO3/1aBaTh KOJI-
JIM3UM ¢ OOIIMMHU HOPMaMHM YTOJIOBHOTO Koaekca. Ha nmpaxtuke HabmonaeTcs: KOHBEp-
TEHLMS 3TUX MOJEJIEH: CTpaHbl C HHTEIPATUBHON MOJEIBI0 NPHHUMAIOT CHELHAIN3H-
POBaHHbIE 3aKOHBI O JAHHBIX WK KHOEpPOE30MacHOCTH, & CTPaHbI ¢ KOMIUIEKCHOH MO-
JIETIBI0 CCBUTAIOTCS Ha OOIME HOPMBI YTOJIOBHOTO KOJIEKCa MPU KBATU(HUKALIMU COIYT-
CTBYIOIIUX HpeCTYHHeHHﬁ, TaKUX KaK BBIMOT'aTCJIbCTBO NJIN MOILICHHUYECTBO.

CpaBHUTENBHBIA aHAJIW3 YTOJIOBHO-NIPABOBBIX CHUCTEM PA3JIMYHBIX CTPaH BbISB-
JISIET UX KITF0UeBbIe 0COOEHHOCTH. AMEPHKAHCKOE 3aKOHOAATENTHCTBO O KOMIIBIOTEPHBIX
npecTymenusx Gasupyercs na Computer Fraud and Abuse Act’ u xapaktepusyercs
LIMPOKUM MOHITHEM «HECAHKIIMOHHUPOBAHHBIN TOCTYID» K 3aLIUIICHHOMY KOMIIBIO-
Tepy, KOTOPOE MOBEPraeTcsi KPUTHKE 3a UPE3MEPHYIO0 KapaTeIbHOCTh U IPABOBYIO
HEOIpeIeIeHHOCTh, TaK KaK IO03BOJSET MNPUBJIEKAaTh K OTBETCTBEHHOCTH MAaXKe
3a ICHCTBHA ¢ OOIIENOCTYNHBIMH JTaHHBIMH, €CIM JOCTYI K HUM OBUI IOJIyYeH
«6e3 pazpemenusn» [3]. Akrent B CILIA cheman Ha 3amuTe SKOHOMUYSCKUX HHTE-
pEcoB U KpUTHUECKOi HHPpacTpyKTyphl. [Ipu 3TOM, Kak OTMeuaeTcsi B UCCIIe0Ba-
HUH, B AMEPUKAHCKOM 3aKOHOJAATENbCTBE OTCYTCTBYET €IMHOE OIpEIENICHUE Tpe-
CTYIUICHUH TIPOTHB AJICKTPOHHON WH(OPMAITHH, a YPOBEHb KOMU(DHUKAIIMN B ITOU
00JacTH MPU3HAETCS TOCTATOYHO HU3KHM.

! Computer Misuse Act 1990. P. 18. Available at: https://www.legislation.gov.uk/ukpga/1990/18/con-
tents (Access Date: 2026, Jan. 24).

2 Computer Misuse Act 1993. Chapter 50A. Available at: https://sso.agc.gov.sg/Act/CMA1993 (Access
Date: 2026, Jan. 24).

3 Computer Fraud and Abuse Act. 18 U.S.C. § 1030 Available at: https://www justice.gov/jm/jm-9-
48000-computer-fraud (Access Date: 2026, Jan. 24).
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[IpaBoBoe npoctpanctBo EBponeiickoro Corosza CTpeMHUTCS K MaKCUMAaJbHON
rapMOHM3AIMH HAIIMOHAIBHBIX 3aKOHOJATEIILCTB, OTIPABHOM TOUKOM crana byma-
nemrckas konsenuus 2001 r." Epporneiickas MOJeNb cOYETaeT KIACCHUECKHE CO-
CTaBbl KHOEPIPECTYIUICHUH ¢ MOIIHBIM aKIEHTOM Ha TPEBEHTUBHYIO 3alllUTy CH-
CTEM U MPUBATHOCTH, UYTO OTPAXKEHO B TaKMX MOKyMeHTaX, kak J[upextuBa NIS2
n OOmmit pernmamMeHT Mo 3amuTe NaHHBIX. OIHAKO, KaK IOKa3bIBaeT aHalu3,
«I10 Mepe Pa3BUTHS HH(POPMAIIMOHHBIX TEXHOJOTHH COBEPIICHCTBYIOTCS MMEFOIIIHU-
ecsl U pa3pabaThIBAIOTCSI HOBBIE MEPHI 110 MPOTUBOACHCTBUIO MPECTYIUICHUSM KO-
HOMHUYECKOH HAIIPABICHHOCTH [4]. DTO HAXOAUT OTPAKEHHUE B IIOCTOSTHHOM 3BOJTIO-
IIUU €BPOTIEHCKUX TUPEKTUB, TAKMX KaK 3aMEHUBIIAs ycTapepiee Pamounoe pere-
aue Jupexktusa (EC) 2019/713, xoTopast ycraHoBHiIa Oojiee KECTKHE TPeOOBAHMUS
B OTHOIIIEHUH OTIEPATHBHOTO PEarupOBaHUs, YBEAOMIICHHUS MPABOOXPAHUTEIHHBIX
OpTraHoOB U CTUMYJIMPOBaHHS COOOIICHU 0 KHOepIpecTyuieHusX. EBponeiickas Mo-
JIeNIb COYETAeT KIACCUUECKHE COCTaBbl KMOSPIPECTYIICHUH C MOIIHBIM aKLEHTOM
Ha MPEBEHTUBHYIO 3allUTy CUCTEM W MPHUBATHOCTH, YTO OTPAXKEHO B TaKUX JOKY-
MeHTax, kak Jlupextusa NIS2? u O6uimii pernament no 3amure nanasx (GDPR)’.

Kuraiickuii moxon xapakTepu3yeTcsi )KECTKUM TOCYJapCTBEHHBIM KOHTPOJIEM
HaJl KHOEpIpPOCTPAaHCTBOM W TIPHOPUTETOM 3allMTHI HAIMOHAIBHOW O€30MacHOCTH
1 OOIIIECTBEHHOTO TIOPAKA, BKITIOYask KpUMUHATH3AINIO PAaCIPOCTPAHEHHSI «BPEIHOMN
WH(QOPMAII» B CETH. DTO SBJSIETCS YaCThIO KOMIIEKCHOW CTPATeruy, B paMKax Ko-
Topoit MIHTEepHET paccMaTpuBaeTCsl KaK KITFOUEBOW CEKTOp TOCYAapCTBEHHOU MH(pa-
CTPYKTYPHI U CyBEpPEHHOE MPOCTPAHCTBO, TpeOyIollee 3alUThl OT BHEIITHETO BO3/IEH-
ctBus. Kak otmeuaer psij uccnenosareneti [ 1], kubepoezomacHocts KHP o6ecneunBa-
€TCsl HEe TOJIKO 3aKOHOJATENFHBIMH 3allpeTaMy, HO U aKTUBHBIM pPa3BUTHEM HAIINO-
HaJTbHBIX HH(POPMAITMOHHBIX TEXHOIOTHIA, CO3JIAaHUEM CIIENATII3UPOBAHHBIX KHOEpHE-
TUYECKHX BOMHCKHX TIOIPA3JICIICHUH (Takux Kak «[ omy0ast kubepapMus»), a TakKe co-
TPYIHIUYECTBOM TOCYIAPCTBA C OM3HEC-CTPYKTYPAMH U TEXHUIECKHMH BY3aMH IS Pa3-
paboTKH COOCTBEHHBIX KPUTHUECKUX TeXHOJornid. CTpaTerus HampaBiieHa Ha JOCTH-
’KeHHE TeXHOJIOTUUECKOT0 IOMUHUPOBAHUS U ITU(PPOBOTO CyBEPEHNUTETA, YTO BKITFOUAET
KOHTPOJIb HaJl BHYTPEHHUM UHTEPHET-IIPOCTPAHCTBOM (B TOM YHUCIIE HAJl CHCTEMOM J10-
MEHHBIX UMeH) M MPOMaraHAnCTCKyI0 paboTy it (OPMHUPOBAHUS TTOJIOKHUTEIEHOTO
oOpasa cTpanbl 3a pyOexoM. bombimHCTBO rocymapcers-ydactauko CHIT mormu
T0 Ty TH HHTETPATUBHON MOJICIIH, JOTIOJTHUB CBOU YTOJIOBHBIE KOJCKCHI CTAThIMHU, aHa-
JIOTHYHBIMA HOpMaM bynaremrckoll KOHBEHIIMH, ¢ HEIaBHUM CMEICHHEM aKIIeHTa
Ha KPIMUHATU3AINIO KapAWHTA U TIPECTYTIICHUH, CBSI3aHHBIX C KPUITTOBAITIOTAMH.

! KoHBeHIMs 0 KHOEppeCTYMHOCTH: [3aKkmiouena B r. bysanmenrr 23.11.2001] [Dnexrponnsrii pecype].
URL: https://base.garant.ru/4089723/ (nara oopamenus: 24.01.2026).

2 Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December 2022 on
measures for a high common level of cybersecurity across the Union, amending Regulation (EU)
No 910/2014 and Directive (EU) 2018/1972, and repealing Directive (EU) 2016/1148 (NIS 2 Di-
rective). Available at: https://eur-lex.europa.euw/legal-content/EN/TXT/?uri=CELEX%3A32022L2555
(Access Date: 2026, Jan. 24).

3 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free movement
of such data, and repealing Directive 95/46/EC (General Data Protection Regulation). Available at:
https://eur-lex.europa.eu/eli/reg/2016/679/0j (Access Date: 2026, Jan. 24).
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AHaIM3 COBPEMEHHOTO 3apyO0eKHOI0 3aKOHOJATEIbCTBA MO3BOJISICT BBIJICIIUTh
psan obummx TeHnmeHnud. llpomcxoauT sKCmaHCUS OOBEKTa YTOJOBHO-TIPABOBON
OXpaHBI, BKIIFOYAIOIIas TENeph HE TOIBKO TAaHHBIE U CHCTEMBI, HO U IIEIOCTHOCTH (-
POBBIX YCIIYT, JIOBEpUE K aJITOPUTMUYCCKAM CHUCTEMaM, «IIU(PPOBOH MOKOI» JTUUHO-
CTH M KPHUITOAKTUBBL. HaOmogaercs KpUMHUHAIM3AIMS «ITOATOTOBUTEIBHBIX) Jes-
HUH, KOTJa yCTaHABIMBAETCS OTBETCTBEHHOCTH 32 CO3J[AHWE WM PAcTIPOCTPAHEHUE
WHCTPYMEHTOB ISl KHOSPIPECTYTUICHUHN J1aXKe MPU OTCYTCTBHU MOCIIEAYIONIUX aTaK.
YcunuBaercs 3aliuTa KpUTHYECKON HH(DOPMAIIMOHHON HH(PACTPYKTYPHI C BBEZC-
HUEM KBaTU(UIIMPOBAHHBIX COCTABOB M Oo0Jiee CYpOBBIX CaHKIMA. Hopmbl 0 knbep-
MIPECTYIUIEHHUSIX WHTETPUPYIOTCS B KOHTEKCT OOpHOBI C OpraHM30BaHHOM M TEPPOPH-
CTHUYECKOHN JEATEIIbHOCThIO. AKTUBHO Pa3BUBAIOTCS MEXaHU3MbI AKCTEPPUTOPHUAITB-
HOW FOPUCTUKIINNA U MEXKTyHAPOTHOTO COTPYIHUYIECTBA, BKIIFOYAst CO3[[AHNE COBMECT-
HBIX KHOEPIoapa3ieNieHnii M YIPOIICHHBIX KaHATOB OOMEHa 3JIeKTPOHHBIMH JJOKa3a-
TEJNLCTBAMU. BMecTe ¢ TeM COXpaHSIFOTCS KIIOUCBBIC BBI30OBBI, TAKUE KaK MPoOJIeMa
aTpuOyIMU aTak, PABOBOE PETyIIMPOBAHUE JICUCTBUI «XaKepPOB B 3aKOHE», obecre-
yeHue OanaHca MeXIy Oe30MacHOCTBI0 W MIM(pPOBaHHUEM, a TaKkKe HEO0OXOIUMOCTh
3aluThl HyHIAMEHTAIBHBIX TIPaB U CBOOO/I.

BbiBoabI. YTOIOBHOE 3aKOHOIATEIBCTBO 3apYOSIKHBIX CTPAH HAXOIUTCS B COCTO-
SIHUW TMHAMUYHOH aJlaliTalivi K BRI30BaM I (POBOI ATTOXHU U AEMOHCTPUPYET KOHBEP-
TeHITUIO 1TO1X0/10B. DopMupyeTcst KOHBEPreHTHasI TII00aIbHast MOZENb, SIPO KOTOPOH
COCTAaBJISIFOT HOPMBI, HAIIPABJICHHBIC HA 3alIUTY KOHPHICHIINAIBHOCTH, [IEIOCTHOCTH
Y IOCTYITHOCTH JaHHBIX M CHCTEM, a TaKXKe Ha O0phOY ¢ KOMIIBPIOTEPHBIM MOIIICHHIYE-
cTBOM. B nmanHOe siapo uHTErpHpyIoTCs crienrpuueckrie HallnOHAIBHBIE 0COOEHHOCTH:
aKIIEHT Ha SKOHOMHUYECKyT0 Oe3zomacHoCTh B CIIIA, Ha MPUBAaTHOCTH ¥ TAPMOHHU3AIINIO
B EC, Ha rocynapcTBeHHbIH cyBeperuteT B Kutae. KitroueBoil TeHieHIIMeH SBIsICTCS
Tepexo]] OT PearupoBaHMs Ha MHIMICHTHI K CO3/IaHUI0 KOMIUIEKCHOW YIpEeKAaromIei
cucteMbl oxpanbl. OnHako ee 3(H(HEKTHBHOCTH 3aBHCUT HE TOJIBKO OT CTPOTOCTH 3aKO-
HOB, HO M OT CIIOCOOHOCTH TPABOMPUMEHHUTEILHBIX OPraHOB padoTaTh ¢ MUPPOBBIMU
JIOKa3aTeIbCTBAMH U Pa3BUBATh TPAHCTPAHIMYHOE COTPYTHUIECTBO.

1 coBepIIeHCTBOBAaHMST OTEUECTBEHHOTO 3aKOHOAATEIhCTBA IIeTIecO00pa3Ho
yriyOJICeHHOE M3Y4YCHHE €BPOICHCKOTO OIbITa TAPMOHU3AINH, MEXaHU3MOB OBICT-
pOTOo pearupoBaHus U MOJIENICH MyOIMYHO-4YaCTHOTO MaPTHEPCTBA.
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Total digitalization and a widespread integration of information and telecommunication net-
works into socio-economic processes create a fundamentally new environment for illegal ac-
tivities. Cybercrimes pose a transnational threat to security, the economy and human rights.

The pace of technological change is far outstripping the legislative process, with the result
that legal regulation remains piecemeal and its application is hampered, particularly given

the cross-border nature of modern cyber threats. In this context, a comparative legal analysis
of foreign models of criminalisation in this area appears to be relevant.

The purpose of the study is to identify the main models cybercrimes criminalization in the crim-
inal legislation of foreign countries, to identify the systemic patterns of their development (in-
cluding the tendency towards convergence) and to identify the characteristic national features
of the emerging global regulatory model.

Materials and methods. The work is based on comparative-legal, formal-legal and historical-
legal analysis. The research is based on the texts of the laws of the USA, Great Britain, China,

the EU, international conventions and scientific literature.

Results. Two main models for cybercrimes criminalisation have emerged in the interna-

tional practice: the integrative model (by amending traditional criminal codes) and the
comprehensive model (based on specialised laws). Currently, there is a tendency for their
convergence and forming a hybrid model. As a result of the comparison of national legal
systems, the key features of the criminal law regulation of cybercrime were identified. In
the US, the focus is on protecting economic interests and critical infrastructure, with a
broad interpretation of the term "unauthorized access". European Union law is dominated
by the harmonization of legislation based on the Budapest Convention with the priority of
protecting privacy (GDPR). The Chinese model is characterized by strict state control of
cyberspace and criminalization of disseminating "harmful information" in order to protect
sovereignty. The object of criminal law protection is expanding to new digital values (cryp-

toassets, integrity of algorithmic systems). There has been a trend towards criminalising
preparatory acts, strengthening the protection of critical information infrastructure
through introduction of aggravated offences, and integrating provisions on cybercrime into

the broader context of the fight against organised crime. It was established that the effec-
tiveness of counteraction depends not only on legislative norms, but also on the technolog-

ical capabilities of law enforcement and the level of cross-border cooperation development.

Conclusions. Criminal legislation in the field of information and telecommunications networks
demonstrates a global convergence of approaches: a hybrid model is emerging, centred on in-
ternational standards (the Budapest Convention), whilst national characteristics determine spe-
cific priorities (the economy in the US, privacy in the EU, sovereignty in China). The key trend
is the transition from incident response to preventive regulation, including criminalization of
preparatory actions. However, the ultimate effectiveness of the fight against crime depends not
so much on the strictness of the laws as on the ability of law enforcement agencies to handle
digital evidence, establish cross-border cooperation and strike a balance between security and
fundamental human rights in the digital environment.
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